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Data Protection Guidance for Parish
Councillors

As a Parish Councillor, you handle information that may be personal or
sensitive. It is essential that you comply with data protection laws to protect
the rights of individuals and maintain public trust in the council's operations.

1. Why Data Protection Matters

The UK General Data Protection Regulation (UK GDPR) and the Data
Protection Act 2018 require all public bodies, including parish councils, to
protect personal data they process. This includes collecting, storing, sharing,
and disposing of data.

As a councillor, you must ensure all personal data is handled lawfully, fairly,
and securely. Failure to do so can result in reputational damage, complaints,
or financial penalties.

2. Use Your Council Email for Council Business

- Always use your official council email address (e.g. clir.name@bhullbridge-
pc.gov.uk) for council-related communications.

- Do not forward council emails to personal accounts or use personal devices
unless authorised and secure.

- This ensures transparency, security, and compliance with Freedom of
Information and audit requirements.

3. Take Care When Sending Emails

- Double-check recipient addresses before sending, especially when emailing
multiple people.

- Do not share any personal information, including names, addresses, phone
numbers, or email addresses, without the resident’s explicit consent.

- Always check whether the individual has authorised the sharing of their
details.

- Never forward emails or distribute contact lists unless it's necessary and
legally permitted.

- Treat all personal data as confidential—even within the council.

Remember: Unauthorised disclosure of personal data is a breach of the UK
GDPR and could lead to complaints or enforcement action.
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If you're unsure, ask the Parish Clerk (Data Protection Officer) before
sharing any information.

4. Apply Data Protection Principles

- Do not share or discuss personal or sensitive information with others unless
there is a lawful reason to do so.

- Store physical and digital data securely—avoid leaving documents in public
view.

- Avoid naming individuals in public meetings or correspondence unless
necessary and justified.

5. Report Data Breaches Immediately

- A data breach includes any loss, misuse, or unauthorised access to personal
information.

- Examples: sending an email to the wrong recipient, losing papers with
personal data, or accidental disclosure.

- Report all breaches immediately to the Data Protection Officer (DPO), the
Parish Clerk, who will decide if breaches need to be reported to the
Information Commissioner’s Office (ICO).

6. Summary: Your Data Protection Responsibilities

Only use your council email for council business

Think before sharing or storing personal data

Report breaches immediately to the Parish Clerk (DPO)
Respect confidentiality and act lawfully

Staying compliant protects you, the council, and the people we serve.



